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EXECUTIVE SUMMARY

In the last 20 years, the social life, education, and lifestyle of young people in
France has been radically transformed by the emergence of digital technology
and the development of smartphones. However, these changes — and above
all their impact on this segment of the population — are not well understood.
In fact, analyzing young people's use of digital technology is extremely difficult,
as the typical adolescent tries to avoid the scrutiny and surveillance of the
adult world, and new channels and virtual spaces for socializing are constantly
emerging.

Today, when isolation measures in response to the Covid-19 crisis have increased
the use of digital tools, it is more crucial than ever to understand young people's
relationship to the Internet, social media, and online platforms.

Basing our work on a study conducted in the United States by the Pew Research

Center!,Institut Montaigne has attempted to:

D better understand the digital habits of 11-to 20-year-olds and identify the main
risks they face;

D offer solutions to make young people’s digital habits safer by identifying the
role that all stakeholders can play.

To obtain sound data, Institut Montaigne, AXA Prévention, and Dentsu Aegis
Network carried out a quantitative and qualitative opinion poll involving 3,000
11- to 20-year-olds, 1,000 parents of 11- to 20-year-olds, and a sample of
1,000 people representing the general population. The poll covered four key
challenges: cyberbullying, inappropriate content, the relationship to truth, and
protecting privacy.

Based on the poll, a working group of multidisciplinary experts came up with
ten proposals to respond to the challenges posed by the digital habits of young
people in France.

1 Pew Research Center, A Majority of Teens Have Experienced Some Form of Cyberbullying,
September 2018.

EXECUTIVE SUMMARY

Main Messages

The poll highlights that parents are not aware of their children’s digital habits and
generally do not identify the main danger areas. Young people say that they are
aware of the potential risks and know how to face them. But the poll emphasizes
that using the Internet and social media is a learning experience like any other.
Using digital technology safely is an issue that concerns young people and
the adults around them, families and teachers, government authorities and the
companies who manage platforms and social media networks.

The poll reveals the extent of the phenomena of violence that young people face
online (35% of young people polled have already faced cyberviolence). These
phenomena especially affect girls, who are frequently exposed to sexist attacks.
These practices are often initiated or spread by young people who know the
victim. They are not limited to the digital sphere, but have effects in “real life.”

What Are the Solutions?

Faced with the scope of cyberbullying, especially because of its viral nature, we
must rethink how to take care of young victims. The options for flagging
such behavior and for being heard are currently fragmented. We suggest crea-
ting a single interface that would be easily accessible at any time and connected
with educators, law enforcement, the legal system, and, if necessary, social
partners.

More generally, digital technology must become a learning experience
during which young people are supported, guided, and protected. This
process requires effective protection of young people online and improved
teaching of information technology and critical thinking skills throughout their
educational experience.

Finally, social media platforms have become a public space, visited by everyone,
including young people, and their fundamental and systematic nature requires
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increased transparency. We suggest a system of regular auditing of the
main platforms used by young people, to check they are effectively
enforcing current regulations. Audits would also use stress tests to assess
algorithm responses to cyberbullying, inappropriate or illegal content, disinfor-
mation, and posting personal information.

POLICY
RECOMMENDATIONS

I. PREVENT DIGITAL RISKS ON PLATFORMS
AND SOCIAL MEDIA

Allow young people to protect their privacy online

Guarantee full protection of the personal data of young
people

This requires incorporating the user rights provisions of the GDPR, adapting
consent regulations, and strengthening the financial liability of websites or plat-
forms in case of lack of protection or inadequate protection of minors’ personal
data.

Strengthen teaching about information technology, data,
and digital technology

It is necessary to develop the information technology skills of young people
so that they will be better able to grasp the threats of data capture, and the
impact of these online content circulation. We propose an IT education that
starts before high school, as well as a specialized program in ‘Digital Technology
and Computer Science’ for the junior and senior years of high school. In addition,
we also propose a gradual increase of the number of specialized teachers.

Train young people to think critically about online content

Educate young people on media literacy

We propose strengthening the role of media education and critical thinking skills
in the school system, starting with elementary school (4" grade) until senior
year of high school.
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Il. SUPPORT YOUNG PEOPLE QUICKLY AND
EFFECTIVELY IF THEY HAVE TROUBLE ONLINE

Help young victims of cyberviolence easily, responsibly,
and effectively

Create a true one-stop resource to help young victims of
(cyber)violence, including at school

Solutions for fighting cyberviolence do exist. However, more than 6 out of
10 parents say that they would not know which agency to turn to if their child
were a victim of cyberviolence. In addition to establishing a one-stop resource
intended to simplify reporting, it is necessary to clarify the jurisdiction and
information channels of the various entities involved in order to provide a quick,
appropriate, and proportional response to each case.

Make fighting cyberviolence against young people a
“national issue” for 2021, in order to involve all the responsible parties
It is necessary to have a highly visible communication and awareness-raising
campaign on public television and radio and on platforms and social media,
that mobilizes opinion leaders and celebrities with influence over young people.
One of the essential messages to convey is that the Internet is not a zone of
lawlessness and that people who share content are accountable for it.

Effectively protect young people from inappropriate content

Protect young people more effectively from adult content,
relying on the essential role played by their parents

A clear and detailed framework of guidelines for access to sites and applica-
tions containing adult content should be established for those who produce and
publish it. We also propose studying the feasibility of an optional age verification
system upon purchase, that would result in an unmodifiable configuration of the
operating system of the smartphone, tablet, or computer.

POLICY RECOMMENDATIONS

Better understand the effects of inappropriate content on
young people

More medical and social science research is necessary, in addition to a detailed
evaluation of sex education studies carried out by the French National Education
Ministry, taking into account the effect of young people’s experience online and
on social media.

lil. MAKE YOUNG PEOPLE AND SOCIAL MEDIA
COMPANIES TAKE RESPONSIBILITY

Encourage young people to act responsibly online

Strengthen and adapt the legal and educational instru-
ments for handling (cyber)violence against young people

We propose standardizing and developing laws regarding (cyber)violence com-
mitted by and against young people in order to take into account the connec-
tions between violence at school and cyberviolence, to include measures for
emergency appeal to a judge, and to create additional penalties for minors who
commit such acts.

Make platforms liable

Increase the liability of platforms regarding users
who are minors, especially at the European level

This requires establishing a body of specific laws for protecting youth, that
would become part of a general European law such as the Digital Services Act.
This body of laws would cover all the measures for protecting children on the
Internet. Concerning content, it would stipulate a system of penalties at the EU
level to crack down on systematic violations that go beyond the context of a
single member state, in addition to national penalties.
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Consider the systemic nature of platforms by planning
several auditing measures and leveraging the reputation effect
Requiring platforms and social media companies to conduct independent audits
could guarantee they fulfill their obligations and commitments to limit risks. In
particular, these audits and stress tests could help to expand the knowledge
and action of regulators, especially that of the future Authority for Regulation of
Audiovisual and Digital Communication (ARCOM).

POLL: METHODOLOGY
AND KEY FINDINGS

In October 2019, Institut Montaigne conducted a survey through online inter-

views in France, based on three sample groups:

» 3005 French young people between 11 and 20 years old (quotas applied to
age and gender);

» 1002 parents of French youths between 11 and 20 years old (quotas applied
to age and gender);

» 1001 French people, in a sample representing the French population aged 18
years old and above.

Results are obtained with a 95% confidence interval.

The survey was supplemented by three 2-hour focus groups of 8 to 10 people
held in Paris:

D A group of French parents with children between the ages of 7 and 20;

D A group of French young girls between the ages of 15 and 18;

D A group of French young boys between the ages of 15 and 18.

Several key lessons have emerged from this study.

I. Online activity is not separate from real life for a large
majority of young people

D Only 20% of 11- to 20-year-olds consider that their activities online are only
virtual;

D 58% of 11- to 20-year-olds would rather see their friends physically than chat
with them on the Internet (9%);

» 77% of 11- to 20-year-olds prefer face-to-face arguments.
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Il. The social networks most widely used by French young
people are Snapchat (68%) and Instagram (59%), taking
the lead over Facebook (43%)

> With 43% of users among the young people surveyed, Facebook, the most
widely used network in France, is today surpassed by Snapchat (68%) and
Instagram (59%) among young people. These are followed by Whatsapp (27%),
Twitter (15%) and TikTok (11%);

D The 11- to 14-year-olds mentioned TikTok much more often (21%) than their
elders (3% among 18- to 20-year-olds). On the other hand, they use Facebook
much less than their elders (only 28% of them are on Facebook, compared to
61% of 18- to 20-year-olds);

D On average, young people consider 47% of their social network contacts to
be friends.

lil. The way parents perceive the Internet varies according
to their children’s age. By contrast, young people are
perfectly aware of online risks

D For parents, the Internet is seen as dangerous when their child is under 15
(59%), but as an opportunity afterwards (60% for parents of children aged
between 15 and 17, and 72% for those aged between 18 and 20);

» 79% of 11-to 20-year-olds consult the Internet several times a week for school
purposes (this practice increases with age);

D Young people mainly use search engines (75%) for school purposes;

» Harassment (97%), shocking content (89%) or disclosure of personal informa-
tion (93%) are described as a “serious” concern by young people.

Insights from the focus groups

The “Parents” focus group revealed that the Internet represented an
essential opportunity for children to acquire information, find help with

s

POLL: METHODOLOGY AND KEY FINDINGS

homework, socialize, have fun and share parts of their life. On the
other hand, parents pointed out that the Internet could be a source of
many dangers, hence the need for vigilance, particularly with regards
to the risk of addiction. The “Parents” focus group further revealed that
parents spontaneously associated danger with strangers rather than
with relatives, and they did not mention cyberbullying at all.

The “Youth” focus groups highlighted that young girls were very aware
of the risks entailed by the Internet and social networks, spontaneously
expressing fairly strong fears. In contrast, young boys appeared less
fearful, although very aware of the risks presented by the Internet and
social networks.

IV. For parents, using the Internet has become a learning
process like any other, consisting of freedoms but also
restrictions

D 31% of parents limit their children’s time of Internet access (48% among
parents of 11- to 14-year-olds), 28% control browsing history (45% among
parents of 11- to 14-year-olds) and 24% have set up parental controls (40%
among parents of 11- to 14-year-olds);

D 72% of parents assert that their children mostly browse on their own smart-
phones (57% among 11- to 14-year-olds).

V. More than half of the young people interviewed (56%) claim
to have suffered from cyber-violence? at least once, and
more than one in three children (35%) have experienced
it on more than one occasion.

2 The notion of cyberviolence is used in this context to capture the diversity of violent situations
to which young people may be subjected to online. Within cyberviolence, the study looks
also specifically at forms of cyberbullying. The latter, which represents one aspect of
cyberviolence, involves both malicious intent and repeated actions.
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D Specifically, one in five youths declared that they have been “insulted” (18%)
or “received unwanted intimate images” (17%) on more than one occasion;

D More than one in ten youths have repeatedly been the victim of “rumours”
(13%) or even “threats” (9%); more than one in five youths have witnessed “a
group created against them” (6%) or “intimate images of them posted online
without their consent” (5%);

D Almost one in four (24%) admitted to committing cyber-violence.

Comparison
Results of both the Institut Montaigne study and the research
conducted by the Pew Research Center, A Majority of Teens have
Experienced Some Form of Cyberbullying

Pew Research
Center
(avril 2018)

Institut Montaigne

(octobre 2019)

“% of U.S. (left) and French
(right) teens who say they
have experienced_ online
or on their cellphone”

POLL: METHODOLOGY AND KEY FINDINGS

Offensive name-calling 42% 41%
Spreading or false rumors 32% 29%
Receiving explicit images o 0
you didn't ask for 5% il
Physical threats 16% 21%
Having explicit images of

you shared whithout youy 7% 11%
consent

Insights from the focus groups

The “Youth” focus group pointed out that, among cyber-violences,
cyberbullying could quickly evoke a morbid sense of fear among young
girls (“destroying a life”, “depression”, “hatred”, “death”, “suicide”)
and that young boys were also very fearful of it (“bullying”, blackmail”,

nou

“reputation”, “suicide”).

4 different levels of cyberviolence have been identified:

= Very serious: uploading intimate photos/videos online without
consent can have dramatic consequences;

= Serious: being a victim of threats on social network can become an
unbearable burden for a young person;

= Medium serious: being a victim of repeated insults or rumours on
social networks can “ruin a young person'’s life”;

= Not serious: a group created against a young person, or receiving
pronographic content.

Whether a young person confides in someone else depends on the

nature of the bullying:

= In the case of intimate images or rumors, especially concerning
girls, victims will confide in friends or relatives above all, aside from
parents and teachers;

=> |n the case of threats, they will primarily confide in their parents, as
long as the threats are not related to intimacy;

=> |n all other cases, close friends are the preferred confidants.

VI. Parents do not know which jurisdiction to turn to if their
child is a victim of cyberbullying

D Parents may sometimes be powerless in the face of cyberbullying. The majo-
rity of them (61%) would not know which administration could help them if their
child was a victim.
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VII. Parents slightly underestimate their children’s exposure
to sensitive content

» 40% of parents think their child has already been exposed to violent content,
whereas 47% of young people say they have been exposed at least once.

» 28% of parents believe this is about pornographic content (while 36% of young
people say they have been exposed at least once), 21% about racist, anti-Se-
mitic or homophobic content (while 31% of young people say they have been
exposed at least once), 19% think that their child has already been exposed to
content inciting to play dangerous games (while 30% of youg people say they
have been exposed to such content at least once) and finally 4% of parents
believe their child has already been exposed to content inciting or justifying
terrorist acts (while 11% of young people say they have been exposed to such
content at least once).

VIII. Young people are relatively aware of fake news
and careful when accessing information

» 74% of young people claim that they often or sometimes realised that they had
consulted information that turned out to be false.

» When hoping to learn new things about a subject, they first turn to their parents
(51%), especially when they are under 15 years old (70%). Websites are their
second source of information (39%), and the first source of information among
18- to 20-year-olds (55%).

D YouTube and social networks fall at the bottom two positions of sources
consulted to learn new things. 20% of young people mention YouTube, and
only 15% talk about social networks.

» 83% of 11-to 20-year-olds and 82% of French people believe that the pheno-
menon of fake news should be regulated by law. 73% and 79% respectively
consider fake news to be a serious problem for democracy and 57% and 65%
consider it to be a problem that cannot be easily solved.

POLL: METHODOLOGY AND KEY FINDINGS

IX. Young people are even more worried about protecting their
private life online than the older generation, even though
they are less averse to targeted advertising

» 94% of young people aged 11 to 20 declared that protecting their privacy
online is important to them (88% among adults).

D On a technical level, young people feel they are fairly well informed, especially
as they get older. 63% of 11- to 20-year-olds believe they know how to protect
their privacy on the Internet (compared to 74% of 18- to 20-year-olds) and 54%
of them have already used tools to cover their tracks on the Web (compared
to 70% of 18- to 20-year-olds).

» 52% of 11-to 20-year-olds think it's good to use information about their age,
preferences or where they live to offer them products they will like.

Insights from the focus groups

The “Youth” focus group highlighted the fact that the vast majority of
young people considered themselves familiar with the features of the
social networks they use, and that their attitudes and caution varied
depending on the social network. They do not hesitate to add friends
on Snapchat, as they believe that the content disappears quickly; they
are more cautious on Instagram, where they prefer “real friends"; finally,
they consider Facebook to be a social network “for old people” and do
not see it as a real community of friends.

X. With regard to learning how to use the Internet, parents
express strong mistrust (66%) of the actions of the French
Education Ministry, while a vast majority of young people
appreciate the training of their teachers (67%)

D 77% of parents feel that they help their child to surf the Internet without taking risks;
D 66% of them consider that the French Education Ministry does not teach their
children how to surf the Internet without taking risks;
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POLL: FULL RESULTS

D Young people reject this idea: they appreciate the explanations given by their
teachers. 67% considered them to be good;

» 64% of 11- to 20-year-olds and 77% of their parents declared that they do
not trust the State with regards to data and privacy protection. They trust the

companies that manage social networks even less (79% and 85%). O D - X !

Insights from the focus groups

L’0Opinion tranchée

The focus groups identified several attitudes from parents which ensure
their children's safety on the Internet, ranging from supervision or even
prohibition, to more permissive practices. However, the finding is that
young people are still more or less able to thwart parental control.

French Young People on the Internet

INSTITUT dentsu AEGIS
Pl o MOt ™
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Methodology

Data Collection

Poll on the internet of:

- a sample of French people on October 16 and 17, 2019
- a sample of young people (aged 11 to 20) between October 10 - 24, 2019.
- a sample of parents of young people (aged 11 to 20) between October 14 - 24, 2019

Sample

Sample of 1,001 French people representative of the French population aged 18 and over

The representativeness of the sample is assured by the quota method applied to the following variables: gender, age, level
of education, and profession after stratification by region and size of town/city.

Sample of 3,004 young people aged 11 to 20 (quotas applied to gender and age)
Including: -1,211 young people aged 11 to 14
- 895 young people aged 15 to 17
- 898 young people aged 18 to 20

Sample of 1,002 parents of young people aged 11 to 20 (quotas applied to gender and age of child)

ODSXA

Lopinion tranchée

Margins of Error

Every poll includes statistical uncertainty, which is called the margin of error. This margin of error means that the results of a poll can
be found, with a confidence level of 95%, on one side or the other of the observed value. The margin of error depends on t
size as well as on the observed percentage.

1

Lopinion tranchée

POLL: FULL RESULTS

Main Points (1/5)

I Online activity is not separate from real life for the large majority of young people
- Only 20% of 11-to-20-year-olds say that what they do online is only virtual
- 58% of 11-to-20-year-olds prefer seeing their friends to talking to them online (9%)
- 77% of 11-t Ids prefer ing di face to face

. The social media platforms that are most used by young people are Snapchat (68%) and Instagram
(59%), which have taken the lead over Facebook (43%)

- With a 43% usage rate for the young people polled, Facebook, the number 1 network among French people,
has now been beaten by Snapchat (68%) and Instagram (59%) among young people. Next are Whatsapp
(27%), Twitter (15%), and TikTok (11%)

- 11-to-14-year-olds use TikTok much more (21%) than those who are somewhat older (3% for 18-to-20-year-
olds). Additionally, they reject Facebook much more than those who are somewhat older (only 28% are on
Facebook, versus 61% of 18-to-20-year-olds)

- Onaverage, young people consider 47% of their contacts on social media to be friends.

ll. ~ The parents’ view of the Internet varies according to their child’s age. But young people are perfectly
aware of online risks

- For parents, the Internet means danger if their child is under 15 years old (59%) and is later seen as an
opportunity (60% for parents of 15-to-17-year-olds, 72% for parents of 18-to-20-year-olds)

- 79% of 11-to-20-year-olds use the Internet several times a week for schoolwork. (This use increases with age)

- Young people mostly use search engines (75%) for their research for school

- Bullying (97%), inappropriate content (89%), or revealing personal information (93%) are considered
“serious” by young people

Main Points (2/5)

IV.  For parents, using the Internet has become a learning experience like any other, made up of freedoms
and restrictions
- 31% of them restrict the time periods when their child can access the Internet (48% for parents of 11-to-
14-year-olds), 28% check the browser history (45% for parents of 11-to-14-year-olds), and 24% use
parental controls (40% for parents of 11-to-14-year-olds)
- 72% of them say their child mainly uses the Internet on his/her own smartphone (57% for parents of 11-
to-14-year-olds)

V. More than one in two young people (56%) reports having been a victim of cyberviolence at least
once, and more than one in three (35%) have already faced it several times
- In greater detail, one in five young people reports having more than once been the ‘victim of
insults” (18%) or “having received nude images that were not requested” (17%)
- More than one in ten young people has been the victim “of rumors” several times (13%) and even of
“threats” (9%); more than one in five young people has had “a group form against him/her” several times
(6%) or “nude images of him/her put online without permission” (5%)
- Almost one in four young people (24%) admits having committed cyberviolence

ODGXA S ™
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Main Points (3/5) Main Points (5/5)

X.  Young people are even more concerned about protecting their privacy online than adults, even if

VI.  Parents do not know which agency to contact if their child is a victim of cyberbullying fewer of them reject personalized marketing
- Parents sometimes feel helpless when faced with cyberbullying. Most of them (61%) would not know - 94% of young people aged 11 to 20 state that protecting their privacy online is important to them (88%

which agency to turn to if their child were a victim for adults)
- Regarding technical abilities, young people believe they are quite well informed, especially as they get
older. 63% of 11-to-20-year-olds say that they know of ways to protect their privacy on the Internet (74%
VII. Young people are exposed to inappropriate content almost as much as the French population in of 18-to-20-year-olds), and 54% of them have already used tools to limit tracking of their online activity
general (70% of 18-to-20-year-olds)

- More than one in two young people has accessed inappropriate content (56%). If we exclude the “no, - 52% of 11-to-20-year-olds think it is good to use information about their age, interests, or where they live

rarely” answers, this still represents a high level of 39% of young people who have been exposed to this to offer them products they wil like
type of content several times
- 30% of 11-to-20-year-olds say they have accessed violent content, i.e., as many as the French population

in general. 17% of young people have been exposed to racist, anti-semitic, or homophobic content Xl. In terms of learning to use the Internet, parents have little confidence in the National Education

(versus 19% on average nationally) Ministry (66%), whereas young people are overwhelmingly appreciative of the information their
- Infact, they encounter content encouraging them to play dangerous games more often (14% versus 9% of teachers provide (67%)
French people overall) - 77% of parents say they help their child use the Internet safely
- However, distinctly fewer 11-to-20-year-olds say they have looked at pornographic content (21%) than - 66% of them consider that the National Education Ministry does not teach their child to use the Internet
the French population overall (45%) safely

- Young people say the opposite: they appreciate the explanations their teachers give. 67% believe these
are good explanations

- 64% of 11-to-20-year-olds and 77% of their parents say they do not trust the government to protect their
privacy. They have even less confidence in social media companies to do so (79% and 85%)

Main Points (4/5)

VIII. Parents slightly underestimate their children’s access to inappropriate content

- 40% of parents think their child has been exposed to violent content, whereas 47% of young people say
this has happened at least once

- 28% of them think their child has been exposed to pornographic content (versus 36% of young people
who say they have been exposed to it at least once), 21% for racist, anti-Semitic, or homophobic content
(versus 31 % of young people who say this has happened at least once), 19% for content encouraging
them to play dangerous games (versus 30 % of young people who say this has happened at least once),
and finally 4% of parents think their child has encountered content encouraging or justifying terrorist acts
(versus 11% of young people who say this has happened at least once)

Relationship to Digital Technology

IX.  Young people are not immune to exposure to fake news, but consider themselves to be aware and
careful overall
- 74% of them state that they sometimes or often realized they had encountered information that turned
out to be fake
- When they wish to learn something new about a topic, their first source is their parents (51%), especially
if they are under 15 (70%). Websites are their second source of information (39%), and are actually the
first source of information for 18- to-20-years-olds (55%)
- YouTube and social media are in the last two places as sources consulted to learn new things. 20% of
young people mention YouTube and only 15% mention social media
- 83% of 11-to-20-year-olds and 82% of French people say that fake news should be controlled by law. 73%
and 79% of them respectively consider that fake news is a serious problem for democracy, and 57% and
65% believe it is a problem that cannot easily be solved

ODGXA S ™ ODGXA S ™
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Social Media Platforms that Young People Use the Most

Considering the Impact of Online Activity

French people: Young people:
What are the social media platforms that you use most often?

Young people:
In your opinion, what you do online...

In your opinion, what you do online...

O
O

3 possible answers 11-14 years: 15-17 years: 18-20 years:
Remains only virtual Donftnow Snapchat 70%
° Remains only virtual T
23% Instagram 2
Facebook 4%
Is both
Is both Has concrete virtual and Whatsapp 25% 29% 26%
virtual and effects on has concrete
has concrete your life effects on Twitter 17%
effects on 15% your life Has concrete
your life 56% effects on TikTok
65% your life
20% Twitch 4% 2% 2%
11-14 years: 59% Other 13% 4% 3%
15-17 years: 67%
18-20 ye: 71% )
e (Don’t know) |

Real Life Versus Virtual Experience for Communicating centage of Friends in Young People’s Online Contacts

Young people:
On these platforms, how many of your online contacts do you consider friends? (answer as a percentage)

ﬁ Young people: h
, In each of the following cases, what would you choose? ’

Talking with your friends When you have a disagreement with someone

0% I -
On average, young
1to 25% people consider 47% of
their online contacts to

I
26t050% | be friends
L
I
|

Tell someone face to face that

See your friends
you don't agree with him/her

See your friends and talk to other  [NECES Send an cnlin? message to say that PRy % 51to 75%
you don'’t agree with him/her

friends online at the same time
76 t0 99%

11-14 years: 51%
15-17 years: 47%
18-20 years: 41%

Post a message that everyone
can read to say thatyou | 2%

don't agree with him/her (Don't know) | %

Talk to your friends online

ODGXA womey e ODGXA S ™
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Types of sites/apps that are most used by young people

Is the Internet Primarily an Opportunity or a Danger for Children? for schoolwork

Young people:

"‘ ' You consider the Internet and social media to be primarily, for your child: ‘ , What kinds of sites or apps do you use the most for your schoolwork?

2 possible answers

Search engines

s ]
Educational videos (tutorials)

A danger
44% Review apps
An opportunity

6% MOOCs (online courses)

Parents of an 11-to-14-year-old: 59%

Parents of a 15- to-17-year-old: 60% Language-learning apps
Parents of an 18- to-20-year-old: 72%

(Don’t know)

How Serious Do Young People Think Certain Situations Are?

Educational and School Use of the Internet by Young People

ﬁ Young people: h Young people:
: , How often do you use the Internet for educational and school purposes? ’ For each of the following online experiences, you feel it is...

Sub-total: A problem
79% )
Ne‘;/e’ having your information revealed to everyone o3 1. .
Occasionally 3% without your permission or hacked ° i :
18 %
Several times a day seeing images th‘at are prurjibwted for.minors (pornographic I2 % 98%
20% or violent images) without having searched for them
searching for images that are prohibited for
N N N B 85% % 96%
minors (pornographic or violent images)
11-14 years: 27%
18-20 years: 54%
B A serious problem

Several times a week A problem, but not a serious one
M Not a problem

9 %
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Measures Taken by Parents Concerning Internet Use 'oung People on the Internet: Independent or with Guidance?

" , What measures have you taken concerning your child’s use of the Internet and social media? Your child’s use of the Internet mainly occurs...

O

Several possible answers

You limit his/her time periods for accessing the Internet > Parents of an 11-to-14-year-old: 48%
You check his/her browser history > Parents of an 11-to-14-year-old: 45% with you present at home

> Parents of an 11-to-14-year-old: 17%
> Parents of a 15-to-17-year-old: 48%
> Parents of an 18-to-20-year-old: 77%

without family members present

You us prental controls T —— .
controlled by you (physical control or tools)

I
You let your child use the computer only 5 parentsofan 11-to- 14 year-old: 18%
in shared rooms of the house

You do not let your child have a cell phone -  Parents of an 11-to-14-year-old: 9%

guided by you
-> Parents of an 11-to-14-year-old: 16%
> Parents of a 15-to-17-year-old: 48% in the presence of other family members
>  Parents of an 18-to-20-year-old: 75%

You have not taken any special measures

(Don't know)

Primary Technology Used by the Child
for Accessing the Internet/Social Media

Chapter Summary (1/4)

ﬁ Online activity: a continuation of real life for young people and also for adults
When your child goes on the Internet or social media, it is mainly... People often claim that young people are not careful enough about the effects of their online lives on their real lives. The results of our
poll show that this is not true. Or in any case they are not less aware of this than adults are. Only 20% of 11-to-20-year-olds say that

what they do online is only virtual, which is quite comparable to what the French population as a whole says (23%).
The majority of young people (65%) and of French people in general (56%) consider on the contrary that their online activity is virtual
but also has concrete effects on their lives. 15% and 20% of them even state that it has concrete effects, completely disregarding its
virtual nature.

> Parents of an 11-to-14-year-old: 57% That being said, the fact that one in five young people thinks that their online life remains exclusively virtual is cause for concern,
especially since 25% of the youngest of them (11-to-14-year-olds) believe this (versus 13% of 18-to 20-year-olds).
Another cliché about young people is disproved by our poll: no, young people do not experience friendship exclusively online. 58% of
11-to-20-year-olds prefer seeing their friends to talking to them online (9%). 33% of them even use digital tools to increase the
possibility of communicating with their friends: they see some friends and talk on the Internet with others at the same time.
Similarly, in cases of disagreement with someone, 77% of 11-to-20-year-olds prefer to talk things over face to face instead of sending a
message (21%) or posting a public message (2%).

on his/her smartphone

on the family computer 16 % - Parents of an 11-to-14-year-old: 32%

on his/her computer b7 Social media platforms most used by young people: Snapchat (68%) and Instagram (59%) are ahead of Facebook
(43%)

After the democratization of the Internet in the 2000s, the 2010s were characterized by the emergence and exponential growth of
on a computer outside your home  ~ social media, to the point where, according to Médiamétrie, 30 million French people use social media every day (2018).

Over a decade, Facebook has had imitators, who have now outpaced it with the youngest sers. It is mentioned as one of the three

platforms they use the most by 43% of 11-to-20-year-olds, but the number 1 platform of French people in general has been surpassed

by Snapchat (68%) and Instagram (59%) among the youngest users.
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| cceecs R csseews

The messaging app WhatsApp is in 4th place, used by 27%, and is ahead of Twitter (15%), TikTok (11%), and Twitch (3%). The development of smartphones makes it even more difficult for parents to control their child’s online activity. 72% of them say that
It should be noted that within the generation of 11-to-20-year-olds, preferences are changing. 11-to-14-year-olds mention TikTok much their child mainly uses the Internet on his/her smartphone. This is the case for almost all young people starting at age 15. Before this
more often (21%) and have turned away much more from Facebook than those who are somewhat older (only 28% are on FB, versus age, the smartphone is also the number 1 means of accessing the Internet (57%), but one third of 11-to-14-year-olds mainly go online
61% of 18-to-20-year-olds) and from Instagram (45% versus 70% of 18-to-20-year-olds). on their family computer, according to their parents. Only 17% of these parents say that their child uses the Internet without family
On these platforms, young people are connected both with their friends and with acquaintances or strangers. On average, young members present, versus 48% of parents of 15-to-17-year-olds and 77% starting at age 18.

people consider half of their online contacts to be friends (47%). The older they get, the lower this percentage becomes (51% for 11- These results make it clear that parents see access to the Internet and social media as a learning process made up of freedoms and
to-14-year-olds versus 41% for 18-to-20-year-olds). restrictions. The older their children are, the less parents control their online activity.

Most of all, we observe great disparities in young people’s behavior. Some of them connect only with friends or almost only with
friends (7% tell us that all their contacts are friends and 16% say at least 75% of their contacts are friends). However, others connect
With contacts whom they do not consider friends: 4% say that none of their contacts are friends, and 29% say that friends constitute
less than one quarter of all their contacts. These figures emphasize the variety of behaviors, but also user behaviors that are specific to
each platform. On Facebook, we must agree for someone to enter our network, which is not the case with Twitter or Instagram with a
public profile, for instance.

For parents, the Internet means danger if their child is under 15 years old (59%) and is later seen as an opportunity
(60% and 72%). But young people are perfectly aware of online risks

For the most part, parents of young people today did not encounter the Internet until they were adults. How do they perceive this tool
in the hands of their child?

Overall, parents of 11-to-20-year-olds see it more as an opportunity (56%) than a danger (44%) for their children. But these figures,
quite logically, cover up very different perceptions depending on the age of the child. Parents of 11-to-14-year-olds consider the
Internet and social media to be dangerous (59%). Later, they see it as an opportunity: 60% of parents of 15-to-17-year-olds and 72% of
parents of 18-to-20-year-olds see it this way.

These results emphasize the paradoxes of the Internet: it offers impressive access to knowledge, but also to inappropriate content.

Chapter Summary (3/4)

Overwhelmingly, young people today use the Internet for education. 79% of 11-to-20-year-olds use the Internet several times a week
for this reason. 40% of them do so on a daily basis. The older they get, the more this usage increases. 27% of 11-to-14-year-olds go
online every day for schoolwork and education, a percentage that increases to 43% for 15-to-17-year-olds and to 54% for 18-to-20-
year-olds.

To access content that is necessary for their schoolwork, young people mainly use search engines (75%). Search engines are more
frequently used than educational videos, also called tutorials, (32%) and review apps (24%). MOOCs (online courses) are used by young
people less often (13%), and the same is true of language-learning apps (12%).

While the Internet is an ally for their studies, young people are also perfectly aware of the risks it can lead to. They do not
underestimate them at all.

97% of 11-to-20-year-olds say that being bullied or intimidated online is a “serious problem.” Overwhelmingly (93%), young people
think that having their information revealed to everyone without their permission is serious. The same is true for seeing images that
are forbidden to minors (pornographic or violent images), whether these are intentionally searched for (85%) or seen without being
searched for (89%).

Fake news is the only risk that is downplayed by some young people. 63% of 11-to-20-year-olds say that it is “serious” to read news that
is intentionally fake or deceptive, 30% think that it is certainly a problem, but one that is “not serious,” and 7% believe that “this is not a
problem.”

Cyberviolence

For parents, using the Internet has become a learning experience like any other, made up of freedoms and
restrictions

Facing these risks, parents have adopted protection strategies, generally when their child is under 15. 31% of them restrict the time
periods when their child can access the Internet (48% for parents of 11-to-14-year-olds), 28% check the browser history (45% for
parents of 11-to-14-year-olds), and 24% use parental controls (40% for parents of 11-to-14-year-olds). As for more radical solutions, 9%
of parents allow their child to use the computer only in shared rooms of the house (18% for parents of 11-to-14-year-olds), and 5% of
them do not let their child have a cell phone (9% of parents of 11-to-14-year-olds).
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Cyberbullying:

Which Agency to Turn to?

. . - If your child were bullied online, would you know which agenc:
Do you know if your child has been a victim of If yes, who caused the bullying situation that your h v Y geney

"‘ N . ! . . to contact to find a solution?
d online bullying? child experienced? u
Subtotal Yes: 9% ‘

Several possible answers

Reminder of young people’s One or more °fh'5/her 45
classmates or acquaintances
subtotal: 4
Yes, you know your o " N
ne or more strangers %
child has been a victim 35, Yes,you think your child has been 8 Ye
a victim but you're not sure eg
39%
One or more friends -
26%
No, you
don't think One or more people he/she met online No
your child 61%
65% has been
No, you're sure that a victim but ©One or more people in his/her family
your child has not been you're not sure

a victim of bullying

(Don’t know or do not wish to answer) E

Finding Help to Reduce Online Bullying

Percentage of Young People Who Have Been the Victims of Cyberviolence

Young people: Do you think the following individuals French people: Do you think the following
p or organizations can help to reduce online bullying? individuals or organizations can help to reduce

online bullying?

h Young people:
’ On the Internet and social media, have you had the experience...

Subtotal Yes Subtotal Yes Subtotal

Several times
Police / o " . " 9% s 20%
vt ice/ TR 6% s esisn|police/ Notionapoice [EEETE —— e B 1% 3 oo
Subtotal: At least one
» . of receiving nude images or pornographic - 17% “often or sometimes”
Parents 51% 33% 84% 3 1114 years: 92% Legal system 46% 34% 80% images you did not request I 2% 7 e
o of having rumors spread about you i 69% 2% 13% 3 S >
Legal system 48% 33% 81% Parents 3% 37% 80% 520 o 8%
Teachers [REUA -1 60% > 1114 years: 5% reachers BT 66% > 1820years 1
of having a group form against you |m 83% 5% 6%
; i % 9% 2 . :
Social media  [RRAZE “20 00 43% > 18-20 years: 52% Social media P 2% 50%
of having nude images of you put |m o - 5%
6% 20% "

Elected officials

5 online without your permission
6% Elected officials LR 113 -
W Yes, definitely

B Yes, definitely W Yes.often 1 Yes,sometimes  No,rarely B No,never [ (Don'tknow or do not wish to answer)
Yes, somewhat M Yes, somewhat

ODGXA S ™ ODGXA S ™



FRENCH YOUTH: ONLINE AND EXPOSED POLL: FULL RESULTS

Percentage of Young People Who Have Been the Victims of Cyberviolence

Ability of Young People to Identify the Perpetrators of Cyberbullying
Breakdown by Sex and Age Y 3IFEe Y P y! ying

r‘ Young people r‘ To the young people in question
p , On the Internet and social media, have you had the experience... $ ' If one of these situations happened to you, the person(s) who did it was/were...
Boys 114years: | 1517 years: | 18-20 years: Girls 1114years; | 15-17years: | 18-20years: one or more classmate(s) / acquaintance(s) 53% 36% > Girls: 58%
of being insulted 5% 31% 34% 42% 39% 31% 2% 6%
o receiing nude imagesor pornographic one or more stranger(s) 1% ok e
{mages you did not request 29% 22% 30% 40% 33% 18% 35% 49%
of having rumors spread about you 25% 20% 25% 32% 33% 26% 36% 39% one or more friend(s) 24% 64 % > Girls: 28%
of being threatened 19% 16% 19% 24% 24% 17% 26% 30%
of having a group form against you 1% % 1% 1% 15% 14% 53 I one or more person(s) met online  PPAZS 66 % > 18-20years: 27%
de f in
of having nude images of you put online 13 =3 - P o o o o

without your permission
one or more people in your family 4 84%
Subtotal: At least once 53% 46% 55% 63% 58% 46% 61% 69%

Subtotal: At least one "Often or
sometimes”

32% 27% 31% 40% 38% 27% 36% 52% M Yes M No (Don't know or do not wish to answer)

Percentage of Young People Who Have Committed Cyberbullying on the

E i f People Who Have Been the Victi f Cyberviol X .
xperience of Young People Who Have Been the Victims of Cyberviolence Internet/Social Media

ﬁ To the young people in question: h Young people:
, If one of these situations happened to you, did you feel: ’ On the Internet and social media, have you...

Subtotal Yes

> 18-20 years: 25%

Often insulted: 42%
Often threatened: 42%

bullied > Girls: 24% Often had nude images put online without permission: 36% spread rumors 6%
> 18-20 years: 24% Often victim of rumors: 35% Subtotal: At least one yes
24%
threatened someone physically 4%
> 11-14 years: 20%
. > 15-17 years: 24%
Often victim of rumors: 30% sent nude images of yourself to 2% > 1820 years 2%

Often had nude images put online without permission: 29% someone without their permission
> Boys: 24%

it didn’t bother me

shared nude images of someone without their permission

(Don't know) W Yes, more than once

Yes, once

frightened > Girls: 23% Often had a group form against you: 34%
8 > 1114 years: 23% Often threatened: 32%
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Chapter Summary (1/2)

Cyberviolence: More than one in two young people (56%) reports having been a victim of cyberviolence at least
once, and 35% have already faced it several times

Cyberviolence is a reality for many young people: the percentage of young people who have already been victims - at least “rarely," i.e.,
at least once - in one of the situations indicated by the poll is staggering: more than one in two young people is affected (56%).

In the breakdown of experiences on the Internet, 37% of young people have been insulted, 29% have been the victims of rumors, and
21% have been threatened!

Even if we exclude the “rarely” responses and consider only the young people who have faced these situations more than once, we
encounter remarkably high numbers: 35% of 11-to-20-year-olds have been victims several times of at least one of the types of
cyberviolence described below. 48% of 18-to-20-year-olds have faced this situation. For the others, the rates are lower but remain
significant: 33% of 15-to-17-year-olds and even 27% of the youngest group (aged 11 to 14) have also faced this situation.

Inappropriate Content

In greater detail, one in five young people reports having more than once been the “victim of insults” (18%) or “received nude images
that were not requested” (17%). More than one in ten young people has been the victim of “rumors” (13%) and even of “threats” (9%)
several times. More than one in five young people has had “a group form against him/her” (6%) or “nude images of him/her put online
without permission” (5%) several times.

It should be noted that girls are affected more than boys by almost all aspects of cyberviolence discussed in the poll, whether they are
the victims of insults (20%), rumors (16%), or threats (11%).

When faced with these situations, young people mostly felt uncomfortable (42%) instead of truly bullied (20%) or frightened (18%).
18% even said that it did not especially bother them. Most often, acts of cyberviolence are carried out by people whom their victims
know and are close to: 53% of the were or i and 3 times out of 10 they were friends (24%) or
even people in their own family (6%).

Chapter Summary (2/2)

Access to Inappropriate Content Online

Friends and acquaintances are not the only perpetrators. 3 out of 10 young people (31%) were the victims of strangers and 2 out of 10 A
L . Young people:
(22%) were the victims of people they met online. .
Have you seen any of the following content on the Internet?
More than one in four young people (24%) admits having committed cyberviolence. This figure should be compared with the 56% of \J
young people who have been victims of cyberviolence. In greater detail, 21% say they have insulted others online. The figures are
smaller for those who spread rumors (6%), threatened someone else physically (4%), sent nude images of themselves without
permission (3%), or shared nude images of someone (3%).

Subtotal: several
mes

30% > 18-20 years: 36%

Violent content

9% of parents think that their child has been a victim of cyberbullying
" P N . . " Subtotal: At least
9% of parents think that their child has been a victim of cyberbullying. Parents have a good idea of who has been bullying their rormograpic content 1% > Boys:23% ”:&;‘ :’r W::;m‘;”j
children. Primarily, they think that it is classmates and acquaintances (45%), then strangers (25%), friends (22%), people met online © 3 1820 years: 35% s
(14%), and family members (10%). -
. . . " . . L , anti-Semitic, or homophobic 17% - ars: 24% > 11-14 years: 29%

Young people are convinced that parents have a role to play in reducing online bullying. 84% of young people express this opinion. They Racist, anti-semitic,or homophobic content 675 f* > 1820 years: 24 3 isaryeamax
also overwhelmingly believe that the police (85%) and the legal system (81%) can help to reduce online bullying. To a lesser extent, they 5> 1820years:so%
also count on their teachers (60%). However, 11-to-20-year-olds doubt that social media companies (43%) o elected officials (36%) can Content encouraging Youto .

N N P 68% 2% 14%
effectively take part in this fight. play dangerous games
Overall, French people express the same opinion as young people. Overwhelmingly, they have confidence in the police (82%), the legal Content encouraging you to commit » I
system (80%), and parents (80%). Two thirds of them (66%) believe that teachers can help to reduce online bullying but they are far terrorist acts or justifying them |1 % 87% P %
from certain that social media companies (50%) or elected officials (47%) can do so.

Yes, often Yes, sometimes No, rarely

Parents sometimes feel helpless when faced with cyberviolence. Most of them (61%) would not know which agency to turn to if their B No, never (Don't know or do not wish to answer)

child were a victim.
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Access to Inappropriate Content Online

Level of Shock Caused by This Content
Breakdown by Sex and Age

Young people:
If yes, would you say that you were very, somewhat, not really, or not at all shocked by this
content?

O

h Young people:
» ' Have you seen any of the following content on the Internet?

Subtotal: Shocked

11-14 1517 18-20 . 1114 1517 18-20 .
Boys ¥ § Girls § § Content encouraging you to commit 5 ., 0%
e = R LI == BT terrorist acts or justifying them 1

Violent content 49% 42% 50% 59% 46% 36% 51% 53% N
Racist, anti-Semitic, or homophobic content 85%
Pornographic content 38% 24% 41% 57% 33% 20% 33% 50%
5 o Content encouraging you to play dangerous games m % 76%
Racist, anti-semitic, or homophobic [ ge; o a5 &5 o s ) e
content
e rsrrrrosroer [ o | o | s B o | o | oo Bl oo

dangerous games

57% > 11-14years: 75%
> Girls: 66%

Content encouraging you to commit o
11% 8% 11% 15% 12% 8% 12% 16% Pornographic content E

terrorist acts or justifying them

Subtotal: At least once 56% 47% 56% 70% 55% 44% 59% 64%

W Very shocked Somewhat shocked M Not really shocked M Not at all shocked (Don't know)

Access to Inappropriate Content Online Need for Better Regulation of Access to Inappropriate Content Online

ﬁ French people: h Young people:
: ’ Do you think that access to this content should be more regulated on the Internet and social media?

, Have you seen...

Subtotal No: Subtotal Yes:
6% No, not really 94%

5%

No, not at all
1%

Pornographic content

Violent content

Subtotal: At N
Yes, somewhat
Racist, anti-Semitic, or homophobic content ISR 80% 1% least one yes 28%
53%
Content encouraging you to 8 90% 1%

play dangerous games

Content encouraging you to commit
terrorist acts or justifying them

Yes, definitely
[ 93 % 1% g
2 - 66%

W ves W No (Don't know)
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Percentage of Young People Who Told Someone About Being Exposed to Access to Inappropriate Content Online:

Inappropriate Content Parents’ Knowledge of their Child’s Situation

Young people
" , If yes, did you tell...

If yes, how did you discover it...

O

Subtotal: Told ~ Foct yea Focus 18-20 years: Several possible answers
someone aboutit  “to parer “to no one”
Racist, anti-Semitic, or homophobic content 3%% 21% 28% 9 35% directly because your child told you
Violent content B% 24% 29% 5 37%

by checking his/her phone or computer

Content encouraging you to
play dangerous games

Content encouraging you to commit als % o5 o - .
terrorist acts or justifying them
Pornographic content B% 26% 2% 6% 52% 399 54% through an adult I

> 1114 years: 66%

4%% 21% 29% 6%  65% 47%

through one of his/her friends

Your parents Ml Ateacher B Another adult
o

through one of his/her teachers
W Afriend (Don't know or do not wish to answer) ®

Access to Inappropriate Content Online:
Parents’ Knowledge of their Child’s Situation

Chapter Summary (1/2)

ﬁ Inappropriate Content: Young people are more exposed than the general population in France
\ , Has your child encountered the following situations? Despite the protections put in place by their parents, 11-to-20-year-olds still face fally i jate content. Comparing their
results with those of the French population in general shows that overall young people are more exposed than adults.
Subtotal Yes More than one in two young people has accessed inappropriate content (56%). If we exclude the “no, rarely” answers, this still
represents a high level of 39% of young people who have been exposed to this type of content several times.
Violent content 2% 2% 6%  40% 47% of 11-to-20-year-olds say they have accessed violent content, i.e., as many as the French population in general. 31% of young
people have been exposed to racist, anti-Semitic, or homophobic content (versus 19% on average nationally).
In fact, they encounter content encouraging them to play dangerous games more often (30% versus 9% of French people overall).
Pornographic content - 23% 41% 8% 28% Finally, 3% of young people were exposed several times to content encouraging them to commit terrorist acts or justifying them (6%
among French people overall).
21% Fewer 11-to-20-year-olds say they have looked at pornographic content (36%) than the French population overall (45%).

49% 8%

N
N
I

Faced with this various content, the vast majority of young people say they feel shocked. They are practically unanimous in saying this if

14 %
Racist, anti-Semitic, or homophobic content
they have been exposed to terrorist content (90%) or racist, anti-Semitic, or homophobic content (85%). Three quarters of young

8

Content encouraging you to play dangerous games l 28% 6% 7% 19% people who encountered content encouraging them to play dangerous games (76%) and violent content (75%) say they were shocked.
Pornographic content shocks young people less (57%), but they are much more shocked if between 11 and 14 years old (75%). In order
Content encouraging you to commit I s n 4% to avoid these situations, young people are unanimous: 94% of them think that access to this content should be more regulated on the
terrorist acts or justifying them 2 Internet and social media.

The majority of 11-to-20-year-olds tend to talk about inappropriate content they have seen on the Internet. 66% of young people

B Yes, you know your child has encountered this > ] ! )
‘Yes, you think your child encountered this but you're not sure exposed to racist content told someone about it, 65% for violent content, 65% for content encouraging them to play dangerous games,
o e e e movare, 56% for terrorist content, and 52% for pornography. It should be noted that 11-to-14-year-olds are more likely to tell someone about

(Don't know or do not wish to answer) the various inappropriate content to which they were exposed.
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Chapter Summary (2/2)

Except for pornographic content, the first people that young people turn to are their parents (33% to 39%), followed by their friends
(15% to 24%). The youngest turn more toward their parents, whereas 18-to-20-year-olds tend more to keep potentially inappropriate
content they have seen on the Internet to themselves.

Parents slightly underestimate their children’s access to inappropriate content

40% of parents think their child has been exposed to violent content, whereas 47% of young people say this has happened at least
once. 28% of them think their child has been exposed to pornographic content (versus 36%), 21% for racist, anti-Semitic, or
homophabic content (versus 31%), 19% for content encouraging them to play dangerous games (versus 30%), and finally 4% of parents
think their child has encountered content encouraging or justifying terrorist acts (versus 11% of young people who say this has
happened at least once).

86% of parents say that they learned about the inappropriate content to which their child was exposed directly, because he/she told
them about it. The only other source for parents to know this is checking the child’s phone or computer, but this only accounts for 20%.

This result confirms young people’s statements that they do not hesitate to tell their parents about inappropriate content. It also

emphasizes the importance of dialogue between parents and children, for even if inspection and protection measures can be effective,
they are not as significant as children’s trust in their parents.

Relationship to Truth

ODGXA S ™

POLL: FULL RESULTS

Fake News and Young People's Reaction

h Young people: Have you ever realized Young people
. ' that you encountered fake news? If yes, how did you react?

‘ You looked for other 0% 5 1820 years: 675
sources of information
> 1820 years: 84%
No, never " )
- ou i nthing e
Yes, often
12%

No, rarely
20%

You flagged the error

You passed it on to others

Yes, sometimes
62% (Don’t know)

'oung People’s Preferred Method for Learning New Things

Young people:
‘ ’ If you want to learn something new about a topic, your preference is first...

asking your parents - 11-14 years: 70%
visiting websites - 18-20 years: 55%

reading a book on the topic
asking your teachers H

(Don’t know) |
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Are Young People Sufficiently Aware of the Need to Check
Information Found Online?

Sites Young People Visit to Find Reliable Information

h Young people h Do you think your child is sufficiently aware of the need to check
g , If you need to find reliable information about an event that has just happened, where do you go? $ ' whether the information seen online is true?

Several possible answers
Subtotal No: 19% Subtotal Yes: 81%
Website of a media company you know (newspaper, TV) > 1820 years: 39%
No, not at all

Several websites to compare information > 1820 years: 41% 3%
No, not really Yes, definitely
9

Website that appears at the top of the Google search > 11-14 years: 28% 16 % 30%
Wikipedia > 11-14 years: 29%

Government website (gouv.fr) > 18-20 years: 33%

YouTube -

Social media

YoV Y

Yes, somewhat
(Don't know) 51%

Percentage of Young People Who Have Posted Fake News

. . Checking Inf tion F d Onli
on the Internet/Social Media ecking Information Found Lniine

Young people: Have you used the Internet or social media to post things that are not true about people or
‘ , events? ‘ l' French people: Do you think that you check adequately to see if the information you find online is true?

Subtotal No: 39% Subtotal Yes: 60%

Yes, often ‘1 %

Subtotal:
Yes, sometimes IZ% At least No, notatall 4% .
- 8% 11% Yes, definitely
once: 8% (Don't know) 1%

No, rarely I%

No, not really 35 %

Don’t know or do not wish to answer IZ % 49 % Yes, somewhat
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Viewpoint on Fake News ( haptﬁ[ S“mma[_y (2/2)

Parents are making their children aware of this issue. 81% of them think their child is sufficiently aware of the need to check whether

Young people: French people: . . - o . N N ) .
¢ ’ Do vou think the phenomenon of fake news the information seen online is true. 30% are confident of this, a percentage that increases with the child’s age (from 219% for parents of
\J Do you think the phenomenon of fake news... 0 you p 11-to-14-year-olds to 42% for parents of 18-to-20-year-olds), which is a sign that this is also a learning process about using the Internet
that the parents have gone through.

Young people’s practices are thus quite positive overall, especially if we compare them to those of adults. Only 60% of French people
state that they check sufficiently whether the information they read online is true.

83% 15 ¢ should be regulated by law 82% 16 419 Al generations agree about their perception of fake news. 83% of 11-to-20-year-olds and 82% of French people say that fake news
should be controlled by law. 73% and 79% of them respectively consider that fake news is a serious problem for democracy, and 57%
and 65% believe it is a problem that cannot easily be solved.

should be regulated by law

represents a serious represents a serious
" 73% 24% 28 P
problem for democracy problem for democracy

79% 19 %233

can easily be resolved 40% can easily be resolved JEPAZS

M Yes M No I (Don'tknow) M Yes M No I (Don’tknow)

Chapter Summary (1/2)

Fake News: Young people do encounter It, but overall they are aware and careful

Young people are not immune to fake news. 74 % of them state that they sometimes or often realized they had encountered
information that turned out to be fake. Among 18-to-20-year-olds, the figure is 84%.

Facing this, young people’s first instinct is to seek other sources of information (54%), even if 34% of them say they did nothing. When
they wish to learn something new about a topic, their first source is their parents (51%), especially if they are under 15 (70%). Websites
are their second source of information (39%), and are in fact the first source of information for 18-to-20-years-olds (55%).

When something has happened and they are seeking reliable information, 11-to-20-year-olds primarily visit the website of a media
company they know (33%) and 29% visit several sites to compare information. These two sources are used even more by 18-to-20-year-
olds (39% and 41%).

The top-ranked website in Google search results is their third source of information (23%), ahead of Wikipedia (22%) and government
websites (21%).

Privacy

The information sources where fake news is the most present are in the two lowest-ranking positions. 20% of young people mention
YouTube and only 15% mention social media.

The vast majority of young people do not spread fake news. 90% have never used the Internet or social media to post untrue things
about people or events. But all the same, almost one young person in ten (8%) admits having done this. In greater detail, 1% admit to
doing it “often,” 2% “sometimes,” and 5% “rarely” (which suggests at least once).
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The Importance of Protecting One's Privacy Online

POLL: FULL RESULTS

Young People’s Knowledge of Ways to Protect Their Privacy Online

h Young people:
» ' To you, protecting your privacy online is...

French people: To you, protecting your privacy
online is...

Subtotal: Not important: ‘ ‘ Subtotal: Important
% 94%

‘ ‘ Subtotal: Not important. ‘ ‘ Subtotal: Important:
11%

88%

Not important at all
1%

Not that important
5%

Quite important
36%

Very important
58%

Not important at all
2%

Not that important

(Don't know)
1%

Very important
52%

Quite important
36%

Young People’s Initial Reaction After Experiencing Something Significant

O

Young people:
Do you know ways of protecting your privacy online?

Subtotal No: 37%

No, not at all
6% Yes, definitely
179

7%

No, not really
31%

Subtotal Yes: 63%

> 18-20 years: 74%

Yes, somewhat
6

'oung People’s Use of Tools to Limit Tracking of their Online Activity

ﬁ Young people:
: , You just experienced something significant. What do you do first?

You tell your parents

You tell a friend

You send a message to a friend

You send a message to your parents

You keep it to yourself

You post a message on a group you belong to

You post a message on a page that can be accessed by everyone

ODGXA
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Subtotal No: 46%

No, never
22%

No, rarely
4 %

Young people: Have you used tools to limit tracking of your online activity (blocking cookies, requesting that
personal data be deleted, etc.)?

Subtotal Yes: 54%

> 18-20 years: 70%

Yes, often
21%

Yes, occasionally
o
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Young People’s Viewpoint on Using their Personal Information

to Suggest Targeted Products

h Young people: If information about your age, your interests, or where you live is used to suggest products you

- ' will like, you think that...
Subtotal: It's bad: 48% Subtotal: It's good: 52%

It's very good

It's very bad
14 %

It's pretty bad It's pretty good
34% 44%

Parents Helping their Children to Use the Internet Safely

POLL: FULL RESULTS

Knowledge of Child’s Online Accounts

"‘ , Are you aware of the accounts your child has set up online and on social media?

Subtotal No: 13% Subtotal Yes: 87%

No, not at all

6

No, not really
10%

Yes, definitely
49 %

Yes, somewhat
6

Perception that the National Education Ministry Teaches your Child
to Use the Internet Safely

" , Do you help your child to use the Internet safely?
Subtotal No: 23% Subtotal Yes: 77%

No, not at all
4%
° Yes, definitely
No, not really 19%
19%

Yes, somewhat
6

ODSXA MO e

‘ ’ Do you think that the National Education Ministry teaches your child to use the Internet safely?

Subtotal No: 66% Subtotal Yes: 34%

Yes, definitely
No, not at all 6%
24%
Yes, somewhat
%

No, not really
42%
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Young People's Perception That They Have Been Taught to Use the Internet

Responsibly

h Young people
» ' Do you think you have been taught how to use the Internet responsibly?

Subtotal No: 41%

No, not at all L
10% Yes, definitely
159

5%

No, not really
31%

Yes, somewhat
44%

uality of Explanations Received by Young People
to Use the Internet Safely

ﬁ Young people:
: , The explanations given by the following people on how to use the Internet safely were...

Subtotal: Good explanations

your parents 46% 43% E 89%

your teachers 19% 8% 1% 67%

other adults  [EERES 35% 4% 1% 46%

your classmates &3 38% 6% 23 % 45%

the government  [ERAN A0 6% 1% 29%

the organizations you belong to [ A3 4% 64% 1% 2%

M Verygood M Quitegood 1 Quitebad M Verybad M You did not receive any explanations from this source
(Don’t know)

ODGXA S ™

POLL: FULL RESULTS

Whom to Trust to Protect Your Privacy Online

"‘ ' French people: In whom do you have the most trust to protect your privacy online?

Yourself 79%

Networks, websites, digital platforms

The government

(Don’t know)

Young People's Degree of Trust

in the Government and Social Media and Internet Companies to Protect Their
Privacy Online

Young people: Young people
h Do you trust the government Do you trust social media companies
P , to protect your privacy online? to protect your privacy online?
[ subtotalNo: 64% | [ Subtotal Yes: 36% | [ subtotalNo:79% | [ subtotal Yes: 21%
Yes, definitely Yes, definitely
% 3%
No, not at all
16% No, not at all Yes, somewhat
28% 18 %
Yes, somewhat
31%
No, not really No, not really
48 % 51%
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Parents' Degree of Trust

in the Government and Social Media and Internet Companies to Protect Privacy ( haptﬁ[ S! jmmary (1/ 2 [

Online
Do Do you
p you trust the government to protect your child’s trust social media companies to protect your child’s Protecting privacy online: young people are even more concerned than adults, even if they reject personalized
privacy online? privacy online? marketing less
94% of young people aged 11 to 20 state that protecting their privacy online is important to them, with 58% considering it “very
important.” This is even higher than among the French population in general (88%).
‘ Subtotal No: 77% ‘ ‘ Subtotal Yes: 23% ‘ ‘ Subtotal No: 85% ‘ ‘ Subtotal Yes: 15%

In practice, when young people experience something significant, they generally share this information face to face with a limited
group of people. 58% say that they tell their parents first (69% of 11-to-14-year-olds) and 20% tell a friend. 7% of them send a message
to a friend and 6% send a message to their parents. Only 3% post a message on a group they belong to and 1% post on a page that can
Yes, somewhat be accessed by everyone.

13

Yes, definitely
Yes, definitely 2%
4%

Yes, somewhat

19% Regarding technical abilities, young people are quite well informed, especially as they get older. 63% of 11-to-20-year-olds say that they

know of ways to protect their privacy on the Internet (74% of 18-to-20-year-olds), and 54% of them have already used tools to limit
tracking their online activity (70% of 18-to-20-year-olds).

No, not at all
31%

No, not at all
44 %

Regarding personalized marketing, 52% of 11-to-20-year-olds think it is good to use information about their age, interests, or where
they live to offer them products they willlike. Previously, in a survey conducted by Odoxa for Emakina and BFM Business in May 2018,
we observed that the majority of 18-to-24-year-olds (53%) appreciated product suggestions that matched their profile and interests.
No, not really This opinion decreases with age, dropping to 23% for those 65 and over.
41%

No, not really
46 %

Chapter Summary (2/2)

r Rights to Defend/Protect Your Privacy Online

Learning to use the Internet: parents have little confidence in the National Education Ministry (66%), whereas young

ﬁ French people: Do you know your rights to protect and defend your privacy online? people are overwhelmingly appreciative of the information their teachers provide (67%)
v Parents play a central role for children learning how to use the Internet. In fact, they generally pat themselves on the back regarding
this issue: 77% of them say they help their child use the Internet safely. In order to do this, they make sure they know about their

Subtotal No: 66% Subtotal Yes: 33% child’s accounts on social media: 87% of them say they know about them.

However, parents are very skeptical of the school’s efforts to support them in this role: 66% of them consider that the National
No, not at all 12% 5% Yes, definitely Education Ministry does not teach their child to use the Internet safely.
(Don’t know) 1% Young people reject this notion. While things are certainly not perfect (only 59% of 11-to-20-year-olds believe they were taught to use
the Internet responsibly), they appreciate the explanations given by their teachers. 67% believe them to be good, versus 17% who say
they are bad, with 15% stating that they have received no explanations from their teachers on this issue.

28 % Yes, somewhat The explanation for this perception on the part of the parents may stem from the fact that French people, overall, generally rely on
themselves to protect their privacy online (79%), much more than on social media networks, websites, and digital platforms (11%) or
on the government (9%).

Parents and young people agree that the last two groups are not worthy of trust on this issue. 64% of 11-to-20-year-olds and 77% of
their parents say they do not trust the government to protect their privacy. They have even less confidence in social media companies
to do so (79% and 85%).

B
No, not really 54 % However, since the establishment of the GDPR, things are distinctly more regulated, but it is still necessary for French people to be
informed: 66% of them say they are not aware of their rights to protect and defend their privacy online.

ODGXA S ™ ODGXA S ™



ACKNOWLEDGMENTS

The opinions expressed in this report are not necessarily those of the following
individuals or the institutions to which they belong.

Chairs of the taskforce

e Gilles Babinet, Vice-President of the National Digital Council and Digital
Advisor, Institut Montaigne (co-chair)

e Thierry Jadot, President, Dentsu Aegis Network France, MENA and Turkey
(co-chair)

Rapporteurs

* Raphaél Muller, Senior Official (general rapporteur)
¢ Julien Chartier, Senior Official (rapporteur)
* Théophile Lenoir, Head of the Digital Program, Institut Montaigne

Members of the taskforce

¢ Michael Antioco, Professor and Head of Faculty (Marketing), EDHEC
Business School

e Justine Atlan, Executive Director, e-Enfance

¢ Annie Blandin, Professor, IMT Atlantique

e Olivier Bonnot, Child and Adolescent Psychiatrist, Nantes University
Hospital and Nantes University

e Clotilde du Fretay, Deputy Secretary General, AXA Prévention

e David Giblas, Chief Innovation, Health, Digital, Data and Al Officer, Malakoff
Médéric

¢ José Giudicelli, Academic Delegate for Digital Education, French National
Education, Corsica

e Valérie Marty, former President, Federation of Parents of Students in Public
Education (PEEP)

¢ Anne Muxel, Research Director in Sociology and Political Science, CNRS
(CEVIPOF/Sciences Po)

¢ Francois-Xavier Petit, General Director, Matrice

¢ Hugo Roy, Associate, Baker & McKenzie

ACKNOWLEDGMENTS

As well as

¢ Joan Elbaz, Assistant Policy Officer, Institut Montaigne

e Margaux Tellier, Assistant Policy Officer, Institut Montaigne

¢ Paula Martinez, Assistant Policy Officer, Institut Montaigne

e Julie Van Muylders, Assistant Policy Officer, Institut Montaigne

People interviewed
The opinions expressed in this report are not those of the following individuals
or the institutions to which they belong.

e Serge Abiteboul, Council Member, ARCEP [Regulatory Agency for
Electronic and Postal Communications]

¢ Imanne Agha, Prevention and Violence Policy Officer, National Education Ministry

¢ Delphine Auffret, Program Director, Internet Sans Crainte

¢ Erwan Balanant, Member of Parliament, Representative of the Finistére
Department

e Serge Barbet, Director, Liaison Center for Education and Media Information

¢ Vincent Barbey, Deputy Director for Public Security and Road Safety,
Interior Ministry

e Laurent Bitouzet, Head of SIRPA, National Police Force

e Alice Bougnéres, General Representative, Alma

e Manuel Bouvard, Professor at the University Center for Child
and Adolescent Psychiatry, Hopital Charles Perrens

e Thierry Dor, Associate, Gide Loyrette Nouel

e Emmanuel Durand, Chief Executive Officer, Snap Inc. France

¢ Deborah Elalouf, President and Founder, TRALALERE

e Olivier Esper, Public Policy, Senior Manager, Google France

e Cathy Excoffier, Deputy Director, CSR, Orange France

e Elise Fajgeles, Policy Officer for the Fight Against Online Discrimination
and Hatred, Interministerial Delegation for the Fight Against Racism, Anti-
Semitism, and Anti-LGBT

¢ Nora Fraisse, President and Founder, Association Marion Fraisse la Main Tendue

¢ Edouard Geffray, Director General of Education, Ministry of Education and
Ministry of Higher Education




FRENCH YOUTH: ONLINE AND EXPOSED

¢ Benoit Gobin, Assistant Principal, Lycée Le Corbusier, Aubervilliers

¢ Jean Gonié, Europe Director for Public Affairs, Snap Inc.

¢ Jérome Grondeux, General Inspector of the National Education

e Yohannes Hommel, Digital Technology and Social Media Advisor,
Interministerial Delegation for the Fight Against Racism, Anti-Semitism, and
Anti-LGBT

¢ Jean-Marc Huart, Superintendent of Schools, Académie de Nancy-Metz

e Julian Jaursch, Project Director, Strengthening the Digital Public Sphere
Policy, Stiftung Neue Verantwortung

¢ Vincent Laprévote, Professor of Psychiatry, Centre Psychothérapique de
Nancy

¢ Donatien Le Vaillant, Law and International Relations Advisor,
Interministerial Delegation for the Fight Against Racism, Anti-Semitism, and
Anti-LGBT

e Wassef Lemouchi, Digital Policy Officer, Aima

¢ Benoit Loutrel, Inspector General, INSEE and Author of the French report,
“Creating a French framework to make social media platforms more
accountable: Acting in France with a European vision”

¢ Roch-Olivier Maistre, President, Audiovisual Council

e Stéphane Martin, Director General, Advertising Regulatory Agency (ARPP)

¢ Jean-Marc Merriaux, Digital Director for education, French National
Education Ministry

e Aurélie Pacaud, Attorney, Gide Loyrette Nouel

¢ Francoise Pétreault, Deputy Director for Student Life, Institutions,
and Socio-Educational Action, Directorate General for Student Affairs

e Frédéric Potier, Interministerial Representative for the Fight Against
Racism, Anti-Semitism, and Anti-LGBT

e Elian Potier, President, Urgence Harcelement

* Hector de Rivoire, Public Affairs Director, Microsoft France

e Raymund Schwan, Head of the University Hospital Center for Adult
Psychiatry, Centre Psychothérapique de Nancy

¢ Nathalie Sonnac, Member, Audiovisual Council

e Xavier Vialenc, Director, image department, National Police Force

¢ Sophie Vulliet-Tavernier, Public Relations and Research Director, CNIL

¢ Jean-Sébastien Wallez, Part-Time Director, The Family

OUR PREVIOUS
PUBLICATIONS

e Europe’s Pushback on China (juin 2020)

e E-santé : augmentons la dose! (juin 2020)

e Dividende carbone : une carte a jouer pour |'Europe (juin 2020)

e | 'action publique face a la crise du Covid-19 (juin 2020)

¢ Seine-Saint-Denis : les batailles de I'emploi et de l'insertion (mai 2020)

* Rebondir face au Covid-19 : relancons l'investissement (mai 2020)

¢ Rebondir face au Covid-19 : I'enjeu du temps de travail (mai 2020)

e Internet : le péril jeune? (avril 2020)

e Covid-19 : 'Asie orientale face a la pandémie (avril 2020)

e Algorithmes : contrdle des biais S.V.P. (mars 2020)

e Retraites : pour un régime équilibré (mars 2020)

e Espace : le réveil de 'Europe? (février 2020)

¢ Données personnelles : comment gagner la bataille? (décembre 2019)

¢ Transition énergétique : faisons jouer nos réseaux (décembre 2019)

e Religion au travail : croire au dialogue - Barometre du Fait Religieux
Entreprise 2019 (novembre 2019)

e Taxes de production : préservons les entreprises dans les territoires
(octobre 2019)

e Médicaments innovants : prévenir pour mieux guérir (septembre 2019)

e Rénovation énergétique : chantier accessible a tous (juillet 2019)

e Agir pour la parité : performance a la clé (juillet 2019)

 Pour réussir la transition énergétique (juin 2019)

¢ Europe-Afrique : partenaires particuliers (juin 2019)

e Media polarization «a la francaise »? Comparing the French and
American ecosystems (mai 2019)

o |'Europe et la 5G : le cas Huawei (partie 2, mai 2019)

o |'Europe et la 5G : passons la cinquiéme! (partie 1, mai 2019)

e Systéme de santé : soyez consultés! (avril 2019)

e Travailleurs des plateformes : liberté oui, protection aussi (avril 2019)

e Action publique : pourquoi faire compliqué quand on peut faire simple
(mars 2019)




FRENCH YOUTH: ONLINE AND EXPOSED

¢ La France en morceaux : barométre des Territoires 2019 (février 2019)

« Energie solaire en Afrique : un avenir rayonnant? (février 2019)

¢ |A et emploi en santé : quoi de neuf docteur? (janvier 2019)

e Cybermenace : avis de tempéte (novembre 2018)

¢ Partenariat franco-britannique de défense et de sécurité : améliorer
notre coopération (novembre 2018)

e Sauver le droit d'asile (octobre 2018)

e Industrie du futur, préts, partez! (septembre 2018)

o | a fabrique de l'islamisme (septembre 2018)

* Protection sociale : une mise a jour vitale (mars 2018)

e [nnovation en santé : soignons nos talents (mars 2018)

e Travail en prison : préparer (vraiment) 'apres (février 2018)

e ETI : taille intermédiaire, gros potentiel (janvier 2018)

¢ Réforme de la formation professionnelle : allons jusqu’au bout!
(janvier 2018)

e Espace : I'Europe contre-attaque ? (décembre 2017)

e Justice : faites entrer le numérique (novembre 2017)

¢ Apprentissage : les trois clés d’'une véritable transformation (octobre
2017)

e Préts pour I'Afrique d’aujourd’hui? (septembre 2017)

e Nouveau monde arabe, nouvelle «politique arabe» pour la France
(aolt 2017)

¢ Enseignement supérieur et numérique : connectez-vous! (juin 2017)

e Syrie : en finir avec une guerre sans fin (juin 2017)

* Energie : priorité au climat! (juin 2017)

* Quelle place pour la voiture demain? (mai 2017)

e Sécurité nationale : quels moyens pour quelles priorités? (avril 2017)

e Tourisme en France : cliquez ici pour rafraichir (mars 2017)

¢ [ 'Europe dont nous avons besoin (mars 2017)

¢ Derniére chance pour le paritarisme de gestion (mars 2017)

* l'impossible Etat actionnaire? (janvier 2017)

e Un capital emploi formation pour tous (janvier 2017)

« Economie circulaire, réconcilier croissance et environnement
(novembre 2016)

¢ Traité transatlantique : pourquoi persévérer (octobre 2016)

OUR PREVIOUS PUBLICATIONS

¢ Un islam francais est possible (septembre 2016)

» Refonder la sécurité nationale (septembre 2016)

e Bremain ou Brexit : Europe, prépare ton avenir! (juin 2016)

e Réanimer le systeme de santé - Propositions pour 2017 (juin 2016)

¢ Nucléaire : I'heure des choix (juin 2016)

* Un autre droit du travail est possible (mai 2016)

e Les primaires pour les Nuls (avril 2016)

e Le numérique pour réussir des I'école primaire (mars 2016)

e Retraites : pour une réforme durable (février 2016)

* Décentralisation : sortons de la confusion / Repenser I'action publique
dans les territoires (janvier 2016)

e Terreur dans 'Hexagone (décembre 2015)

e Climat et entreprises : de la mobilisation a I'action / Sept
propositions pour préparer 'aprés-COP21 (novembre 2015)

e Discriminations religieuses a 'embauche : une réalité (octobre 2015)

e Pour en finir avec le chdmage (septembre 2015)

e Sauver le dialogue social (septembre 2015)

¢ Politique du logement : faire sauter les verrous (juillet 2015)

e Faire du bien vieillir un projet de société (juin 2015)

e Dépense publique : le temps de 'action (mai 2015)

e Apprentissage : un vaccin contre le chdmage des jeunes (mai 2015)

¢ Big Data et objets connectés. Faire de la France un champion
de la révolution numérique (avril 2015)

e Université : pour une nouvelle ambition (avril 2015)

e Rallumer la télévision : 10 propositions pour faire rayonner l'audiovisuel
francais (février 2015)

e Marché du travail : la grande fracture (février 2015)

e Concilier efficacité économique et démocratie : 'exemple mutualiste
(décembre 2014)

¢ Résidences Seniors : une alternative a développer (décembre 2014)

e Business schools : rester des champions dans la compétition
internationale (novembre 2014)

¢ Prévention des maladies psychiatriques : pour en finir avec le retard
francais (octobre 2014)

e Temps de travail : mettre fin aux blocages (octobre 2014)




FRENCH YOUTH: ONLINE AND EXPOSED

¢ Réforme de la formation professionnelle : entre avancées, occasions
manquées et pari financier (septembre 2014)

¢ Dix ans de politiques de diversité : quel bilan? (septembre 2014)

e Et la confiance, bordel? (ao(it 2014)

¢ Gaz de schiste : comment avancer (juillet 2014)

e Pour une véritable politique publique du renseignement
(juillet 2014)

e Rester le leader mondial du tourisme, un enjeu vital pour la France
(juin 2014)

¢ 1151 milliards d’euros de dépenses publiques : quels résultats?
(février 2014)

e Comment renforcer I'Europe politique (janvier 2014)

e Améliorer I'équité et I'efficacité de I'assurance-chdmage
(décembre 2013)

e Santé : faire le pari de I'innovation (décembre 2013)

e Afrique-France : mettre en ceuvre le co-développement Contribution
au XXVIe sommet Afrique-France (décembre 2013)

e Chomage : inverser la courbe (octobre 2013)

o Mettre la fiscalité au service de la croissance (septembre 2013)

e Vive le long terme! Les entreprises familiales au service de la
croissance et de 'emploi (septembre 2013)

e Habitat : pour une transition énergétique ambitieuse
(septembre 2013)

e Commerce extérieur : refuser le déclin
Propositions pour renforcer notre présence dans les échanges
internationaux (juillet 2013)

e Pour des logements sobres en consommation d'énergie (juillet 2013)

¢ 10 propositions pour refonder le patronat (juin 2013)

e Accés aux soins : en finir avec la fracture territoriale (mai 2013)

¢ Nouvelle réglementation européenne des agences de notation :
quels bénéfices attendre? (avril 2013)

e Remettre la formation professionnelle au service de I'emploi
et de la compétitivité (mars 2013)

e Faire vivre la promesse laique (mars 2013)

e Pour un «New Deal» numérique (février 2013)

OUR PREVIOUS PUBLICATIONS

o Intérét général : que peut I'entreprise? (janvier 2013)

¢ Redonner sens et efficacité a la dépense publique 15 propositions
pour 60 milliards d'économies (décembre 2012)

e Les juges et I'économie : une défiance francaise? (décembre 2012)

¢ Restaurer la compétitivité de 'économie francaise (novembre 2012)

e Faire de la transition énergétique un levier de compétitivité
(novembre 2012)

« Réformer la mise en examen Un impératif pour renforcer I'Etat de droit
(novembre 2012)

¢ Transport de voyageurs : comment réformer un modeéle a bout
de souffle? (novembre 2012)

e Comment concilier régulation financiére et croissance : 20 propositions
(novembre 2012)

 Taxe professionnelle et finances locales : premier pas vers une réforme
globale? (septembre 2012)

¢ Remettre la notation financiere a sa juste place (juillet 2012)

o Réformer par temps de crise (mai 2012)

¢ Insatisfaction au travail : sortir de I'exception francaise (avril 2012)

¢ Vademecum 2007 — 2012 : Objectif Croissance (mars 2012)

e Financement des entreprises : propositions pour la présidentielle
(mars 2012)

 Une fiscalité au service de la «social compétitivité » (mars 2012)

e La France au miroir de ['ltalie (février 2012)

e Pour des réseaux électriques intelligents (février 2012)

e Un CDI pour tous (novembre 2011)

¢ Repenser la politique familiale (octobre 2011)

e Formation professionnelle : pour en finir avec les réformes inabouties
(octobre 2011)

¢ Banlieue de la République (septembre 2011)

¢ De la naissance a la croissance : comment développer nos PME
(juin 2011)

e Reconstruire le dialogue social (juin 2011)

¢ Adapter la formation des ingénieurs a la mondialisation (février 2011)

¢ «Vous avez le droit de garder le silence...» Comment réformer la garde
a vue (décembre 2010)




FRENCH YOUTH: ONLINE AND EXPOSED

¢ Gone for Good? Partis pour de bon?
Les expatriés de I'enseignement supérieur francais aux Etats-Unis
(novembre 2010)

¢ 15 propositions pour I'emploi des jeunes et des seniors
(septembre 2010)

* Afrique - France. Réinventer le co-développement (juin 2010)

e Vaincre I'échec a I'école primaire (avril 2010)

e Pour un Eurobond. Une stratégie coordonnée pour sortir de la crise
(février 2010)

» Réforme des retraites : vers un big-bang? (mai 2009)

» Mesurer la qualité des soins (février 2009)

e Quvrir la politique a la diversité (janvier 2009)

e Engager le citoyen dans la vie associative (novembre 2008)

e Comment rendre la prison (enfin) utile (septembre 2008)

e |nfrastructures de transport : lesquelles batir, comment les choisir?
(juillet 2008)

e HLM, parc privé. Deux pistes pour que tous aient un toit (juin 2008)

e Comment communiquer la réforme (mai 2008)

e Aprés le Japon, la France...
Faire du vieillissement un moteur de croissance (décembre 2007)

e Au nom de l'lslam... Quel dialogue avec les minorités musulmanes en
Europe? (septembre 2007)

e ['exemple inattendu des Vets
Comment ressusciter un systeme public de santé (juin 2007)

e VVademecum 2007-2012
Moderniser la France (mai 2007)

e Aprés Erasmus, Amicus. Pour un service civique universel européen
(avril 2007)

¢ Quelle politique de I'énergie pour I'Union européenne? (mars 2007)

e Sortir de immobilité sociale a la francaise (novembre 2006)

e Avoir des leaders dans la compétition universitaire mondiale
(octobre 2006)

e Comment sauver la presse quotidienne d'information (ao(t 2006)

¢ Pourquoi nos PME ne grandissent pas (juillet 2006)

¢ Mondialisation : réconcilier la France avec la compétitivité (juin 2006)

OUR PREVIOUS PUBLICATIONS

e TVA, CSG, IR, cotisations...
Comment financer la protection sociale (mai 2006)

* Pauvreté, exclusion : ce que peut faire I'entreprise (février 2006)

e Quvrir les grandes écoles a la diversité (janvier 2006)

o Immobilier de I'Etat : quoi vendre, pourquoi, comment (décembre 2005)

e 15 pistes (parmi d'autres...) pour moderniser la sphére publique
(novembre 2005)

e Ambition pour 'agriculture, libertés pour les agriculteurs (juillet 2005)

e Hopital : le modéle invisible (juin 2005)

o Un Controleur général pour les Finances publiques (février 2005)

e Les oubliés de I'égalité des chances (janvier 2004 - Réédition
septembre 2005)

Pour les publications antérieures se référer a notre site internet :
www.institutmontaigne.org/en




CORPORATE

INSTITUT
MONTAIGNE

®

ABB FRANCE
ABBVIE
ACCURACY
ACTIVEO
ADIT
ADVANCY
AIR FRANCE - KLM
AR LIQUIDE
AIRBUS
ALKEN ASSET MANAGEMENT
ALLEN & OVERY
ALLIANZ
ALVAREZ & MARSAL FRANCE
AMAZON WEB SERVICES
AMBER CAPITAL
AMUNDI
ARCHERY STRATEGY CONSULTING
ARCHIMED
ARDIAN
ASTORG
ASTRAZENECA
AUGUST DEBOUZY
AVRIL
AXA
BAKER & MCKENZIE

BANK OF AMERICA MERRILL LYNCH

BEARINGPOINT
BESSE
BNP PARIBAS

MEMBERS

INSTITUT
MONTAIGNE

@

BOLLORE
BOUGARTCHEV MOYNE ASSOCIES
BOUYGUES
BROUSSE VERGEZ
BRUNSWICK
CAISSE DES DEPOTS
CANDRIAM
CAPGEMINI
CAPITAL GROUP
CAREIT
CARREFOUR
CASINO
CHAINE THERMALE DU SOLEIL
CHUBB
CIS
CISCO SYSTEMS FRANCE
CMA CGM
CNP ASSURANCES
COHEN AMIR-ASLANI
COMPAGNIE PLASTIC OMNIUM
CONSEIL SUPERIEUR DU NOTARIAT
CORREZE & ZAMBEZE
CREDIT AGRICOLE
CREDIT FONCIER DE FRANCE
D'ANGELIN & CO.LTD
DASSAULT SYSTEMES
DE PARDIEU BROCAS MAFFEI
DENTSU AEGIS NETWORK
DRIVE INNOVATION INSIGHT - DIl

CORPORATE MEMBERS




INSTITUT
MONTAIGNE

®

EDF
EDHEC BUSINESS SCHOOL
EDWARDS LIFESCIENCES
ELSAN
ENEDIS
ENGIE
EQUANCY
ESL & NETWORK
ETHIQUE & DEVELOPPEMENT
EURAZEO
EUROGROUP CONSULTING
EUROSTAR
FIVES
FONCIA GROUPE
FONCIERE INEA
GALILEO GLOBAL EDUCATION
GETLINK
GIDE LOYRETTE NOUEL
GOOGLE
GRAS SAVOYE
GROUPAMA
GROUPE EDMOND DE ROTHSCHILD
GROUPE M6
GROUPE ORANGE
HAMEUR ET CIE
HENNER
HSBC FRANCE
IBM FRANCE
IFPASS

CORPORATE MEMBERS

INSTITUT
MONTAIGNE

@

ING BANK FRANCE
INKARN
INSEEC
INTERNATIONAL SOS
INTERPARFUMS
IONIS EDUCATION GROUP
ISRP
JEANTET ASSOCIES
KANTAR
KATALYSE
KEARNEY
KEDGE BUSINESS SCHOOL
KKR
KPMG S.A.
LA BANQUE POSTALE
LA PARISIENNE ASSURANCES
LAZARD FRERES
LINEDATA SERVICES
LIR
LIVANOVA
L’OREAL
LOXAM
LVMH
M.CHARRAIRE
MACSF
MALAKOFF HUMANIS
MAREMMA
MAZARS
MCKINSEY & COMPANY FRANCE

CORPORATE MEMBERS




INSTITUT
MONTAIGNE

®

MEDIA-PARTICIPATIONS
MEDIOBANCA
MERCER
MERIDIAM
MICHELIN
MICROSOFT FRANCE
MITSUBISHI FRANCE S.A.S
MOELIS & COMPANY
NATIXIS
NEHS
NESTLE
NEXITY
OBEA
0DDO BHF
ONDRA PARTNERS
ONEPOINT
ONET
OPTIGESTION
ORANO
ORTEC GROUPE
OWKIN
PAI PARTNERS
PERGAMON
PRICEWATERHOUSECOOPERS
PRUDENTIA CAPITAL
RADIALL
RAISE
RAMSAY GENERALE DE SANTE
RANDSTAD

CORPORATE MEMBERS

INSTITUT
MONTAIGNE

@

RATP
RELX GROUP
RENAULT
REXEL
RICOL LASTEYRIE CORPORATE FINANCE
RIVOLIER
ROCHE
ROLAND BERGER
ROTHSCHILD MARTIN MAUREL
SAFRAN
SANOFI
SAP FRANCE
SCHNEIDER ELECTRIC
SERVIER
SGS
SIA PARTNERS
SIACI SAINT HONORE
SIEMENS FRANCE
SIER CONSTRUCTEUR
SNCF
SNCF RESEAU
SODEXO
SOFINORD - ARMONIA
SOLVAY
SPRINKLR
SPVIE
STAN
SUEZ
TALAN

CORPORATE MEMBERS




INSTITUT
MONTAIGNE

®

TECNET PARTICIPATIONS SARL
TEREGA
THE BOSTON CONSULTING GROUP
TILDER
TOTAL
TRANSDEV
UBER
UBS FRANCE
UIPATH
VEOLIA
VINCI
VIVENDI
VOYAGEURS DU MONDE
WAVESTONE
WAZE
WENDEL
WILLIS TOWERS
WORLDAPPEAL

CORPORATE MEMBERS

Cover Picture © George Rudy, www.shutterstock.com

INSTITUT
MONTAIGNE

®

PRESIDENT
Henri de Castries

MEMBERS OF THE BOARD

David Azéma Partner, Perella Weinberg Partners

Emmanuelle Barbara Senior Partner, August Debouzy
Marguerite Bérard Head of French Retail Banking, BNP Paribas
Jean-Pierre Clamadieu Chairman of the Board of Directors, Engie
Olivier Duhamel Chairman, FNSP (Sciences Po)

Marwan Lahoud Partner, Tikehau Capital

Fleur Pellerin Founder and CEQ, Korelya Capital

Natalie Rastoin Senior Advisor, WPP

René Ricol Founding Partner, Ricol Lasteyrie Corporate Finance
Jean-Dominique Senard Chairman,Renault

Arnaud Vaissié Co-founder, Chairman and CEO, International SOS
Florence Verzelen Deputy Executive Director, Dassault Systemes
Philippe Wahl Chairman and Chief Executive Officer, Groupe La Poste

HONORARY PRESIDENT
Claude Bébéar Founder & Honorary Chairman, AXA

Imprimé en France
Dépot légal : Avril 2020
ISSN :1771-6764



INSTITUT
MONTAIGNE

@

THERE IS NO DESIRE MORE NATURAL THAN THE DESIRE FOR KNOWLEDGE

French Youth: Online and Exposed

Children and teenagers are growing up online as well as offline. If communication
tools can reinforce their social relations, they can also be a challenge for
their well-being. Cyberviolence, inappropriate content, relationship to truth
and data privacy are the four main themes explored in this report.

Based on the results of three focus groups and a poll of 3,000 French 11- to
20-year-olds, 1,000 French parents of 11- to 20-year-olds, and a sample of
1,000 people representing the French general population, we gathered a
working group of multidisciplinary experts to come up with ten proposals to
protect young people online - as is done offline.

Follow us on: Sign up for our weekly newsletter on:

—— www.institutmontaigne.org/en
v | £ Rl @ Rin)

Institut Montaigne

59, rue La Boétie - 75008 Paris ISSN 1771-6756
Tél. +33 (0)1 53 89 05 60 APRIL 2020
www.institutmontaigne.org



